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WHY PALO ALTO NETWORKS Leadership In Critical Third
Party Assessments

We are the Gartner ;s oo

A Leader in Forrester Zero Trust

FORRESTER eXtended Ecosystem Platform

Providers

Gartr‘eru A Leader in Gartner Magic Quadrant

WAN Edge Infrastructure

Securing tens of thousands of customers globally

FORRESTER A Leader in Forrester Endpoint

Security Software As A Service Wave

A Leader in Forrester Zero Trust
FORRESTER
of the Fortune 10 Largest U.S. Banks Largest Manufacturing Network Access (ZTNA) New Wave
Companies in the

_ Leader in KuppingerCole Security
World "Kupp'nggﬁsgl.e; Orchestration Automation &

Response Leadership Compass

FORRESTER A Leader in Forrester Cloud

Workload Security Wave

GIGAOM Outperformer Leader in GigaOm's

Attack Surface Management Radar

Highest overall score in 2022 ATT@CK
MITRE evaluations, 100% prevention with least

amount of configuration changes

Largest Utilities Largest Oil & Gas Top U.S. Hospitals
in the World in the World




A National Crisis

Total Cybersecurity Job Openings in the US: 769,736
Total Cybersecurity Job Openings in Georgia: 25,543

Total Public Sector Cybersecurity Job Openings in Georgia: 1,548

TOTAL JOB OPENINGS
555-1,786
1,787 - 4,084

® 4085-6404

® 6.405-7860

@ 7561-16601

@ 16502-2498

@ 24987-83126




Growing Cybersecurity Talent

e Cyber Stars CYBER STARS

e LEAP * ¥ ¥ ¥ ¥ ¥ K *

e VetsNet Mentorship Program

e Palo Alto Networks Academy I EAP

VETSNET

TN T e
VETERAN EMPLOYEE NETWORK
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Bridging the Cyber Professional Gap

CYBER STARS

* * * K* K K* K K

Addressing racial disparity in technology

Cyber STARS creates opportunity and student equity .
through education, training, mentorship & economic 2022-2023 Academic School Year

empowerment focusing on underrepresented K-12 students.

| THURGOOD
MARSHALL

COLLEGE FUND

WHERE EDUCATION PAYS OFF*

e 14 Cyber Scholars

e $10,000 need-based scholarships ($170K total)
e Enrollment at 11 HBCUs/PBI

e Incoming Freshman to Doctoral candidates

e Designated majorsin STEM and Business

e Mentorship with Palo Alto employees



https://start.paloaltonetworks.com/cyber-stars.html

Palo Alto Networks Academy

o  Augusta University o Hertzig University

o College of Coastal Georgia _ _
o Kennesaw University

Georgia Gwinnett College
? J J o Middle Georgia State University

°  Georgia Institute of Technology o  Southeastern Technical College

Georgia Northwestern
? J o  Southern Crescent Technical College
o US Army Signal School at Fort Gordon

o  University of North Georgia

Technical College
o Georgia Southern University

o Georgia State University o Georgia Cyber Center

6 | © 2021 Palo Alto Networks, Inc. All rights reserved. % paloaltO’



Our Partnerships

178 ORGANIZATIONS FOUNDING INDUSTRY PARTNERS

@ NPA

National Police Agency
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THE THREAT LANDSCAPE CONTINUES EVOLVING

Nation State Attacks
Are Increasing

+100%

10+ New attacks detected every
month since 2019

Ransomware Payouts
Continue to Grow

$570K

Average ransomware payment. Up
395% over past 2 years

Significant cyber incidents continue to increase rapidly

UK Labour party DDoS
attack

General Electric breach -
trade secret exfil

ProtonMail mail service
state sponsored attack

Capital One hacked
exposing T100M credit
card applications

NYPD ransomware attack

City of Baltimore
ransomware attack on 911
system

SolarWinds software
compromised

Pfizer vaccine data
hacked

Mitsubishi Electric large
scale cyber attack

New Zealand stock
exchange DDoS attack

Sources: CSIS Significant Cyber Incidents; Nation States, Sept. 2021; Cyberconflict and the web of Profit, by Dr Michael McGuire, April 2021

Log4j vulnerability exploited

JIBS ransomware - facilities
shut down

Colonial Pipeline
ransomware attack - pipeline
shutdown

Microsoft Exchange Server
vulnerabilities exploited

Russia Ukraine related cyber

Microsoft Azure Container SSH
activity

vulnerability

Crypto.com breach targeting
customer crypto wallets

Microsoft source code
exposed by Lapsus$

CA DOJ breach exposing
weapon permit holders

Ronin $600M of crypto stolen

AMD 450GB of data
exfiltrated



Challenges Facing Governments

No Central Security Strategy

Limited Understanding of Risk

Platform vs point product

Not Easy to Consume—(Shortage of Qualified Workers)
Not Ready to Respond




How to respond

e Central Vision/Strategy
o Risk assessments
o Point products vs. Platform
e Attackers eye view
o Continuous visibility vs. “check-box" security
Machines vs. People
e IR Retainer in place
e Leverage what you have
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Go from reactive to proactive with IR Retainer

The Challenge

©

Skill Set Shortage
SecOps teams can't find or
afford to keep a skilled IR
team on staff

Escalating Threats
Attack surface is expanding
and threat actors are getting
more sophisticated

Lack of Preparation
Wait and see approach leads
to worst-case security
outcomes when incidents
occur

1 | © 2021 Palo Alto Networks, Inc. All rights reserved.

The Solution: Incident Response Retainer

A Retainer in place with a reputable, global firm that
has partnerships with law enforcement, insurance
companies and threat researchers on staff

e Recover faster jumpstart an intelligence led
investigation to slow spread and minimize
impact

e Mitigate Risk with forensically defensible
reporting

e Contain and eradicate make sure root cause
was identified, or advisory will be back

4 paloalto



Automation Then

e Prior to the introduction of the
assembly line, the record time
for building one car stood at 12
hours and 13 minutes.

e Within two years of its
Incorporation in 1903 the Ford
Motor Company was producing
25 cars a day.




Automation Now

e |tisestimated that the Fremont
Tesla plant produced 1,391 cars
per day during Q4 2021, or
roughly 1 per minute.

4% paloalto’




Day in the Life of the Palo Alto Networks Security Operations Center

O

Mean Time to Detect

Mean Time to

. 14 Fully Auto Respond
Analysis .- .- ... 119 Partially Auto (High grlorlty

Automated fully or partially

Staff automation
efficiency saving
(per annum)

Log Events - - - 36 B Events

Includes all log events
ingested to XSIAM

All out-of-the-box alerts
generated by security logs

Raw Alerts - - \ 'I'I M Alerts /

Alerts -

After grouping, exclusions, deduping

Incidents .. ... ... . ... . ... 7 Incidents
Any alert that requires SOC action

Major Incidents - ---- -«
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Questions and Answers




